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[Abstract]

Proposal of Enhancing National Cybersecurity Legal Framework:

Focusing on Case Study of Australia Cybersecurity

Lee, Hae-Won"

Despite the importance of cybersecurity is emerging in the era of
hyperconnected society, the national capability including the policy, strategy
and legal system of responding cybersecurity threats is still insufficient. This
paper reviews Australia's case by comparative law research, draws implications,
and suggests ways to improve the Korean cyber security legal framework.
The main improvement measures suggested in this paper are as follows
First, the cybersecurity control tower should literally be a control role, and
the National Intelligence Service(‘NIS’) is appropriate to carry out practical
and support functions, not the control tower or strategy and policy making
functions. Second, to restore substantial information sharing and cooperation
between the private sector and the public, it is necessary to restore the trust
of the NIS. To this end, it is necessary to establish an independent supervisory
agency that controls and supervises the NIS. Third, it is necessary to review
the current individual law system in a systematic way and to consider the
establishment of the ‘cybersecurity basic law’ as a long—term task. Fourth,
it 1s necessary to prepare a legal basis for promoting cyber security core
competencies such as information sharing by amending individual laws. In
line with its status as the world's most advanced IT powerhouse, advanced
legal systems are urgently needed to cope with the ever—increasing and

evolving cyber security threats.

Keywords : cybersecurity, cybersecurity governance, cybersecurity law, australia
cybersecurity case study, independent supervisory agency
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