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2004, 3084
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Face Detection Face Matching
— N .= = ==
2 s = = = = Similarity
b . : = = = comparison search
CCTV | g Embeded Data
| Alignment & encoding
v H-boxed Face LI Loss
RetinaFace Dlib face encoder
SENGBAELELENED R o E
fAREYPORLEZA S &= ==
adhiof (HHLCR HA h % . =S — Notification to
ARRDIRE 28N — “ 1l i LEEEE = = = sequrity agency
BEMALE @ ¥00OR g, E= ===
PR o TYS] Telal -l N =
02 onEraR = = =
Criminal Mugshot database il . T BN
Embedad Data
Criminal Database
O3 1. HEUE 1T COTV ZatolMel MAIZE HAE[XE ofs OlA] A|AR A ZZAM|~
Fig. 1. Process of real-time criminal face recognition system in CCTV video for crime prevention

=X, 2L 2 421, HIUYS RIS CCTV Sat J[Ehe] AA[ZH QHHOIA AJAE, ST E)|ESt8=2 X
H19& M8z, 2021

4 vk el "B B 5 ¥ (General Data Protection Regulation, ©]3t GDPR)
A4z A148 el A QA A B (biometric data) “StH FAlo|u} A EH 1 9}
2ol 54 7eAHgE Aozl AAle] AAA, AA, ey S AHE
BEREA, AAE LfaA AEE F AEF fFAY gRldFeE AToR
Aeojeollom ARG EA g = 54 JHQ Aoy AT shed AA QL 7
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g NI B AldE, AWK W) A3ZAA Al 2
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of B AREA 54 A0S ol BADoR o
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st AR AEs Aol #ek Jide] HEE Qg FoF A 91939
P 12 Zho]=2421(2021, ETS 108, ©]3t 3 2F(Convention) 108+ )oll A <A
Q14 (Facial recognition)oll tjsle] “<td ®lZ2l(face templates)®E Al-&-3}o]

o

6) GDPR #i 51

ARRT U], AAAFR B3F 7ol
8) AFH AZE o7} AHEels, sk nlAdd sl sholtl( 1713, https://ko.wikipedia.org/
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2 ¥RHE e e 2

A, ARl wrel oY =
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dolrk, 53], Qb ow Ao A9 @A A A AHH 9 i glol
T8l AAE CCTV & S8l ARFAZE 1 F6 gk 12y 742t
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wiki/%ED%85%9C%ED%94%3C%EB%A6%BF).

9) The Guidelines on Facial Recognition (2021) by the Consultative Committee of the
Convention for the protection of Individuals with regard to Automatic Processing of
Personal Data (ETS 108)

10) MNP R E L) D3], YAAFE B3 7Pol=gel 2021, 4W

11) 1S - AR, QtHIA Y& o] &5 AAJAGRe] &3 1 A, AstAT A274A
A1z, 2021, 1244
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WA Ao rbd 5 gl 7Id ol tidk WA 8ol whstel=
7H‘ﬂ73£91 E‘%*é /2‘}, 71283 Aok dEa ‘5o Wi AR E 71Ed
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“ArRFANA A5 A28 z2F 31 T A172 A28 7+ 59 AlgS &
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Rn. 141
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olo] we}l, UN o198 1 9)93](United Nations High Commissioner for Human
Rights)«= #H3t4 F3lo] 55 AHEst7] fste] il 7es AMES =
Astar, FAAHo R HA Lol stFstAY tEE Folgts A$UF gl 1
Els l—?g 5317 WEol o] Fadk RE AU} gl 3 otwoly v]&Eol A}
|9 AAE Axsd

(2) 3% <] 3](Council of Europe)

9993 Z+=3] 9 (Committee of Ministers): X ¢F d oA 7HA AR

& e A

EH o3 7839 (Committee of Ministers)E 7¢I A R
2(Principle 2 - Collection of data)oll A ¢t HZ-x o=z 7ol n
2 A 93 d == 54 Wz dgske o 28 4

Algtslojof k| o] A9 del= EA ke o FAlol 9slof sh,

o

54 1%, B4 T g, 44 3% T AXA AAE HA L IAY
Hog AR Fe E43 $F(movements)¥ Z3Z (organisations)el <%
U AR NMAFRE FH8= 22 gAH o s, olfs 54 HF &
2o £ B 2AE 98] duldoez 2 3k(absolutely necessary) 7
TRt 34 ¢ JdeS Ansta ok

2) MARR 2AFsh Aol g Ao R E 9l FofF AE U9
ol Q14 7Fol=2kR1(2021, ETS 108, o]sl & ¢F(Convention) 108+ )24)

W 1 2] (Facial recognition) “QFH ®lZ38l(face templates)2) S Al-g-3to] 7)
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23) 1987.9.17. 1 #, Recommendation No. R (87) 15

24) The Guidelines on Facial Recognition (2021) by the Consultative Committee of the
Convention for the protection of Individuals with regard to Automatic Processing of
Personal Data (ETS 108)

25) AFH ALES 0|7 Agshs, HashE v sjele] shtolehsl7] i, hitps://kowikipedia
org/wiki/%ED%852%9C%ED%94%8C%EB%A6%BF).



132 Wsh=1 #1853 (2024. 04)

= EA 7E e 29 AgEE 2497 A A H (biometric data)e] A ¢
of xgHt}

olggk otHRl] J&o] 7ELY A AlxdHd FESE AL 1Y AA
52 &2 (awareness or co-operation)®] &7 FH = o] ofyE R JAAHHH
o A3 Ak oy gE JEHoE Azt dS x#E). 7 EA
o] HelZHE ok Convention) 108+o A= ZHA, Hol o3 EF o] g9
AAS AT AQHAA 7| YAE o|uX] FF FF G FHAA 7]
& o] 8ol &3t A& AT vt

i) A4 (Lawfulness)

Aok 108+ A6z At AA| <12 HolHe} 22 S WHF oy
A2l g A7 Ade HE A o8 RgHoln HEd obdzA v}
Ul WAEo] Qe Afedvk FlETh olet kA= #HH FHY
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Article 52(1) Any limitation on the exercise of recognised by this Charter must be
provided for by law and respect the essence of those rights and freedoms. Subject
to the principle of proportionality, limitations may be made only if they are necessary
and genuinely meet objectives of general interest recognised by the Union or the need
to protect the rights and freedoms of others.
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[Abstract]

A Constitutional Study of

Crime Prevention Using Artificial Intelligence

- Focusing on normative controls on facial recognition technology (FRT) -
Joo, Minho" - Choung, Teaok™

This paper discusses the legal justification for the use of facial recognition
technology in crime prevention. In order to do so, it identified the European-
level guidelines for the use of facial recognition technology from the European
Court of Human Rights’ decision(Glukhin v. Russia) from a comparative
legal perspective and presented the criteria for the use of facial recognition
technology in crime prevention.

The use of facial recognition technology is prohibited in principle as sensitive
information with a high degree of protection, and the use of the technology
allows for continuous tracking individuals, so it is likely to violate fundamental
rights. However, it can be used only when there is an exceptionally public
purpose, so its use in the crime prevention stage is limited to cases where
law enforcement agencies have a high risk of crime. Normative controls are
still necessary in these cases.

Under the current law, the use of facial recognition technology in crime
prevention is subject to the control of the Personal Information Protection

Commission, so clarity on the procedures and requirements is needed.

Keywords : Crime Prevention, Facial Recognition, GDPR,
Protection of personal information, European Court of Human Rights
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